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7.4.2 DES algorithm

DESisaFeistel cipher which processes plaintext blocks of n = 64 bits, producing 64-bit
ciphertext blocks (Figure 7.8). The effective size of the secret key K isk = 56 bits; more
precisely, the input key K is specified as a 64-bit key, 8 bits of which (bits 8, 16, . .. ,64)
may be used as parity bits. The 2°6 keysimplement (at most) 2°¢ of the 264! possible bijec-
tionson 64-hit blocks. A widely held belief isthat the parity bits were introduced to reduce
the effective key size from 64 to 56 bits, to intentionally reduce the cost of exhaustive key
search by afactor of 256.

K K
56 plaintext P 56
ciphertext C'
64 key K 64 1
p——»{ DES —C ¢ —— DES™ [ —™P

Figure 7.8: DESinput-output.

Full detailsof DESaregivenin Algorithm 7.82 and Figures 7.9 and 7.10. An overview
follows. Encryption proceedsin 16 stages or rounds. From theinput key K, sixteen 48-bit
subkeys K ; are generated, onefor each round. Within each round, 8fixed, carefully selected
6-to-4 bit substitution mappings (S-boxes) .S;, collectively denoted S, are used. The 64-bit
plaintext is divided into 32-bit halves Ly and Ry. Each round is functionally equivalent,
taking 32-bit inputs L; _; and R;_; from the previous round and producing 32-bit outputs
L;and R; for1 < < 16, asfollows:

L; = R (74)
R; L 1® f(Ri—l, Ki), where f(Ri—h KZ) = P(S(E(Rl_l) D KZ))(75)

Here FE isafixed expansion permutation mapping R;_, from 32to 48 bits (all bitsare used
once; some are used twice). P isanother fixed permutation on 32 bits. Aninitia bit per-
mutation (IP) precedesthefirst round; following thelast round, the |l eft and right halves are
exchanged and, finally, the resulting string is bit-permuted by theinverse of IP. Decryption
involvesthe same key and algorithm, but with subkeys applied to the internal roundsin the
reverse order (Note 7.84).

A simplified view is that the right half of each round (after expanding the 32-bit input
to 8 characters of 6 bits each) carries out a key-dependent substitution on each of 8 charac-
ters, then uses a fixed bit transposition to redistribute the bits of the resulting charactersto
produce 32 output bits.

Algorithm 7.83 specifies how to compute the DES round keys K;, each of which con-
tains 48 bits of K. These operations make use of tables PC1 and PC2 of Table 7.4, which
are called permuted choice 1 and permuted choice 2. To begin, 8 bits (ks, k16, - - - , kg4) Of
K arediscarded (by PC1). The remaining 56 bits are permuted and assigned to two 28-bit
variables C and D; and then for 16 iterations, both C' and D are rotated either 1 or 2 hits,
and 48 hits (K;) are selected from the concatenated result.
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7.82 Algorithm Data Encryption Standard (DES)

INPUT: plaintext my . ..mg4; 64-bitkey K = ki ... kg4 (includes 8 parity bits).
OUTPUT: 64-bit ciphertext block C = ¢; . .. cg4. (For decryption, see Note 7.84.)
1. (key schedule) Compute sixteen 48-bit round keys K; from K using Algorithm 7.83.
2. (Lo, Ro) + IP(mimsa...mes). (UseIP from Table 7.2 to permute bits; split the
result into left and rlght 32-hit halveSLo = msgMsg ... Mg, Ry = msrmug ... m7.)
3. (16 rounds) for ¢ from 1 to 16, compute L; and R; using Equations (7.4) and (7.5)
above, computing f(R;—1, K;) = P(S(E(R;—1) ® K;)) asfollows:
(@) Expand R;_1 = r17r2 ... 732 from 32to 48 bitsusing E per Table 7.3:
T + E(Ri_l). (ThUST = T3271T2 .. .7"327’1.)
(b) T’ + TOK,. Represent T” as eight 6-bit character strings: (Bi,...,Bs) =
T.
(C) T" + (51(31), SQ(BQ), - SS(BS)) (Here S’L(B’L) maps B; = biby...bg
to the 4-bit entry in row r and column ¢ of S; in Table 7.8, page 260 where
r = 2-by + bg, and b2b3bybs isthe radix-2 representation of 0 < ¢ < 15. Thus
S51(011011) yieldsr = 1, ¢ = 13, and output 5, i.e., binary 0101.)
(d) T «+ P(T"). (Use P per Teble 7.3to permutethe 32 bitsof 7" = t1t3 . . . t32,
yleldl ngtiety. .. t25.)
4. biby ... bgy + (Rlﬁ, L16)- (EXChangeflna] b'OCkSL167 R16.)
5. C + IP‘l(b1b2 ...bg4). (Transposeusing IP~! from Table 7.2; C = bygbs . . . bas.)

IP P!
58 | 50|42 |34 |26 |18| 10 2 40 | 8 | 48 | 16 | 56 | 24 | 64 | 32
60 | 52|44 |36 |28|20| 124 39| 7|47 |15|5 |23|63|31
62 |54 |46 |38 |3 (22|14 6 38|6|4 | 14|54 222|623
64 | 56 | 48 | 40 | 32 | 24 | 16 | 8 37 | 5|45 |13 |53 | 21|61 |29
57|49 |41 |33 | 25| 17 9|1 36 |4|44 |12 |52 )| 20|60 |28
5051143 |3 |27|19 |11 3 3513|4311 |51)|19 |59 |27
61 | 53 | 45| 37|29 |21 |13 |5 34| 2|42 | 10|50 | 18 | 58 | 26
63 |55 |47 |39 |31 |23|15 |7 33|14 9149 | 17 | 57 | 25

Table 7.2: DESinitial permutation and inverse (IP and IP~1).

E P
32 1) 2 3| 4] 5 6| 7|20 | 21
4|1 5| 6 71 8] 9 29|12 | 28 | 17
8| 9|10 11|12 13 1|15 23| 26
121 13|14 | 15| 16 | 17 5118 | 31| 10
16 |17 |18 | 19| 20| 21 2| 8|24 14
201 21|22 | 23|24 |25 32| 27 3] 9
24 | 25|26 | 27 | 28| 29 19| 13| 30 6
281 29|30 |31 |32 1 2|11)| 4|25

Table 7.3: DESper-round functions: expansion E and permutation P.
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Figure 7.9: DEScomputation path.
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Figure 7.10: DESinner function f.

7.83 Algorithm DES key schedule

INPUT: 64-bitkey K = k; ... kg4 (including 8 odd-parity bits).
OUTPUT: sixteen 48-bit keys K;, 1 < i < 16.
1. Definev;, 1 < i < 16 asfollows: v; = 1fori € {1,2,9,16}; v; = 2 otherwise.
(These are | eft-shift values for 28-hit circular rotations below.)
2. T + PC1(K); represent T as 28-bit halves (Cy, D). (Use PClin Table 7.4 to select
bitsfrom K: Cy = ksrkag . .. k3g, Do = keskss . . . k4)
3. For i from 1 to 16, compute K; asfollows: C; « (C;—1 < v;), D; + (D;—1 <
v;), K; + PC2(C;, D;). (Use PC2in Table 7.4 to select 48 bits from the concatena-
tionbiby ... bse of C;and D;: K; = biabi7...b32. '’ denotes | eft circular Shlft)

If decryptionisdesigned asasimplevariation of the encryptionfunction, savingsresult
in hardware or software code size. DES achievesthis as outlined in Note 7.84.

7.84 Note (DESdecryption) DESdecryptionconsistsof the encryptionagorithmwith the same
key but reversed key schedule, using in order K¢, K15, ... , K1 (see Note 7.85). This
works as follows (refer to Figure 7.9). The effect of IP~! is cancelled by IP in decryp-
tion, leaving (R1¢, L16); consider applying round 1 to thisinput. The operation on the left
half yleIdS, rather than Lo@f(Ro,Kl), now R]ﬁ@f(Llﬁ,Klﬁ) which, since Lig = Ris
and Rig = L15@f(R15, K16), is equal to L15@f(R15, Kls)@f(Rm, K16) = L15. Thus
round 1 decryption yields (R;5, L15), i.€., inverting round 16. Note that the cancellation
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7.85

7.86

PC1 pPC2

57 149 | 41| 33| 25| 17 9 14 | 17 | 11 | 24 1 5

1|58 |50 (42| 3| 26| 18 3128 ]| 15 6|21 | 10
10 2|59 |51|43| 35| 27 23|19 | 12 4| 26 8
19| 11 3|60|52| 44| 36 16 7|27 | 20| 13 2
above for C;; below for D; 41 | 52 | 31 | 37 | 47 | 55
63 | 55|47 | 39| 31| 23|15 30|40 | 51| 45| 33| 48

7162 | 54|46 | 38| 30| 22 44 | 49 | 39 | 56 | 34 | B3
14 6 |61|53|45 37|29 46 | 42 | 50 | 36 | 29 | 32
21 | 13 5128 |20 | 12 4

Table 7.4: DESkey schedule bit selections (PC1 and PC2).

of each round is independent of the definition of f and the specific value of K;; the swap-
ping of halves combined with the XOR processis inverted by the second application. The
remaining 15 rounds are likewise cancelled one by onein reverse order of application, due
to the reversed key schedule.

Note (DES decryption key schedule) Subkeys K1, ... , K16 may be generated by Algo-
rithm 7.83 and used in reverse order, or generated in reverse order directly asfollows. Note
that after K1 isgenerated, the original values of the 28-hit registers C' and D are restored
(each has rotated 28 bits). Consequently, and due to the choice of shift-values, modifying
Algorithm 7.83 as follows generates subkeysin order K1, ... , K1: replace the left-shifts
by right-shift rotates; change the shift value v; to 0.

Example (DEStest vectors) The plaintext “Now is the time for al ”, represented as a
string of 8-bit hex characters (7-bit ASCII characters plusleading O-bit), and encrypted us-
ing the DES key specified by the hex string K = 012345678 9ABCDEF results in the
following plaintext/ciphertext:

P = 4E6F772069732074 68652074696D6520 666F7220616C6C20

C = 3FA40E8A984D4815 6A271787AB8883F9 893D51EC4B563B53. O

7.4.3 DES properties and strength

7.87

There are many desirable characteristics for block ciphers. These include: each hit of the
ciphertext should depend on all bitsof thekey and all bitsof the plaintext; there should beno
statistical relationship evident between plaintext and ciphertext; altering any single plain-
text or key bit should alter each ciphertext bit with probability %; and altering a ciphertext
bit should result in an unpredictable change to the recovered plaintext block. Empirically,
DES satisfies these basic objectives. Some known properties and anomalies of DES are
given below.

(i) Complementation property

Fact Let E denote DES, and 7 the bitwise complement of z. Theny = Ex (x) implies
Yy = E%(Z). That is, bitwise complementing both the key K and the plaintext z resultsin
complemented DES ciphertext.

Justification: Compare the first round output (see Figure 7.10) to (Lo, Ro) for the uncom-
plemented case. The combined effect of the plaintext and key being complemented results

(©1997 by CRC Press, Inc. — See accompanying notice at front of chapter.



§7.4 DES 257

7.88

7.89

7.90

in the inputs to the XOR preceding the S-boxes (the expanded R;_; and subkey K;) both
being complemented; this double complementation cancels out in the XOR operation, re-
sulting in S-box inputs, and thus an overal result f(Ry, K1), as before. This quantity is
then XORed (Figure 7.9) to L (previously Ly), resultingin L; (rather than L,). The same
effect follows in the remaining rounds.

The complementation property isnormally of no helpto acryptanaystin known-plain-
text exhaustive key search. If an adversary has, for a fixed unknown key K, a chosen-
plaintext set of (z,y) data (P1, Cy), (P1, Cs), then Cy = Ex (Py) impliesCy = Ex=(Py).
Checking if the key K with plaintext P, yields either C; or C now rules out two keys
with one encryption operation, thus reducing the expected number of keys required before
success from 2% to 254, Thisis not a practical concern.

(ii) Weak keys, semi-weak keys, and fixed points

If subkeys K1 to K16 are equal, then the reversed and original schedules create identical
subkeys: K1 = Ki6, K2 = K15, and so on. Consequently, the encryption and decryption
functions coincide. These are called weak keys (and also: palindromic keys).

Definition A DESweakkeyisakey K suchthat Ex (Ex (z)) = « fordl z, i.e., defining
aninvolution. A pair of DES semi-weak keysisapair (K1, K2) with Ex, (Ek, (z)) = .

Encryption with one key of a semi-weak pair operates as does decryption with the other.

Fact DES hasfour weak keysand six pairs of semi-weak keys.

The four DES weak keys are listed in Table 7.5, along with corresponding 28-bit vari-
ables Cy and D, of Algorithm 7.83; here {0}/ represents j repetitions of bit 0. Since Cy
and D, are all-zero or all-one bit vectors, and rotation of these has no effect, it follows that
all subkeys K; are equal and an involution results as noted above.

The six pairs of DES semi-weak keysarelisted in Table 7.6. Note their defining prop-
erty (Definition 7.88) occurs when subkeys K through K¢ of the first key, respectively,
egual subkeys K4 through K, of the second. Thisrequiresthat a 1-bit circul ar |eft-shift of
each of Cyy and D, for thefirst 56-bit key resultsin the (Cy, D) pair for the second 56-bit
key (see Note 7.84), and thereafter |eft-rotating C; and D, one or two bits for the first re-
sultsin the same value as right-rotating those for the second the same number of positions.
Thevaluesin Table 7.6 satisfy these conditions. Given any one 64-bit semi-weak key, its
paired semi-weak key may be obtained by splitting it into two halves and rotating each half
through 8 bits.

Fact Let FE denote DES. For each of thefour DESwesak keys K, thereexist 232 fixed points
of Ek,i.e,plaintextsz suchthat Ex (x) = «. Similarly, four of thetwelve semi-weak keys
K each have 232 anti-fixed points, i.e., = such that Ex (z) = 7.

The four semi-weak keys of Fact 7.90 are in the upper portion of Table 7.6. These are
called anti-palindromic keys, since for these K1 = K14, K3 = K;5, and so on.

(iii) DES is not a group

For afixed DES key K, DES defines a permutation from {0, 1}54 to {0, 1}54. The set of
DES keys defines 256 such (potentially different) permutations. If this set of permutations
was closed under composition (i.e., given any two keys K1, K», thereexistsathird key K3
suchthat Ex,(x) = Fxk,(Ek, (x)) for al z) then multiple encryption would be equivalent
to single encryption. Fact 7.91 states that thisis not the case for DES.
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7.91

7.92

wesk key (hexadecimal) | Co | Do |
0101 0101 0101 o101 | {0}*® | {0}*®
FEFE FEFE FEFE FEFE | {1}*® | {1}*®
1F1F 1F1F OEOE OEOE | {0}*® | {1}*®
EOE0 EOE0 F1F1 F1F1 | {1}*% | {0}*®

Table 7.5: Four DESweak keys.

| Co | Do | semi-weak key pair (hexadecimal) | ¢o | Do |
{01}**|{01}** | 01FE 01FE 01FE 01FE, FE0O1 FE01 FEO1 FEO1 |{10}**|{10}*
{01}**|{10}** | 1FEO 1FEO OEF1 0OEF1, EO1F EO1F F10E F10E|{10}'*|{01}**
{01}**| {0}*®|01E0 01E0 01F1 01F1, E001 E001 F101 F101|{10}**| {0}*®
{01}**| {1}*®|1FFE 1FFE OEFE OEFE, FE1F FE1F FEOE FEOE|{10}'*| {1}*®
{0}*® | {01}** | 011F 011F 010E 010E, 1F01 1F01 OE01 OE01| {0}*®|{10}**
{1}*® | {01}'* | EOFE EOFE F1FE F1FE, FEEO FEE0 FEF1 FEF1| {1}*®|{10}*

Table 7.6: Sx pairs of DES semi-weak keys (one pair per line).

Fact The set of 256 permutations defined by the 25 DES keys s not closed under func-
tional composition. Moreover, alower bound on the size of the group generated by com-
posing this set of permutationsis 102499,

The lower bound in Fact 7.91 is important with respect to using DES for multiple en-
cryption. If the group generated by functional composition was too small, then multiple
encryption would be less secure than otherwise believed.

(iv) Linear and differential cryptanalysis of DES

Assuming that obtaining enormous numbers of known-plaintext pairs is feasible, linear
cryptanalysis provides the most powerful attack on DES to date; it is not, however, con-
sidered athreat to DESin practical environments. Linear cryptanalysisisaso possibleina
ciphertext-only environment if some underlying plaintext redundancy isknown (e.g., parity
bits or high-order O-bitsin ASCII characters).

Differential cryptanalysisis one of the most general cryptanalytic tools to date agai nst
moderniterated block ciphers, including DES, Lucifer, and FEAL among many others. Itis,
however, primarily achosen-plaintext attack. Further information onlinear and differential
cryptanalysisisgivenin §7.8.

Note (strength of DES) The complexity (see §7.2.1) of the best attacks currently known
against DESisgivenin Table 7.7; percentagesindicate success rate for specified attack pa-
rameters. The ‘processing complexity’ column provides only an estimate of the expected
cost (operation costs differ across the various attacks); for exhaustive search, the costisin
DES operations. Regarding storage complexity, both linear and differential cryptanalysis
require only negligible storage in the sense that known or chosen texts can be processed
individually and discarded, but in a practical attack, storage for accumulated texts would
be required if ciphertext was acquired prior to commencing the attack.
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attack method data complexity storage processing
known | chosen | complexity complexity
exhaustive precomputation | — 1 256 1 (table lookup)
exhaustive search 1 — negligible 255
linear cryptanalysis 243 (85%) — for texts 243
238 (10%) — for texts 250
differential cryptanalysis | — 247 for texts 247
255 — for texts 255

Table 7.7: DESstrength against various attacks.

7.93 Remark (practicality of attack models) To be meaningful, attack comparisons based on
different models (e.g., Table 7.7) must appropriately weigh the feasibility of extracting (ac-
quiring) enormous amounts of chosen (known) plaintexts, which is considerably more dif-
ficult to arrange than acomparable number of computing cycleson an adversary’sown ma-
chine. Exhaustive search with one known plaintext-ciphertext pair (for ciphertext-only, see
Example7.28) and 2°° DES operationsissignificantly morefeasiblein practice (e.g., using
highly parallelized custom hardware) than linear cryptanalysis (LC) requiring 24 known
pairs.

While exhaustive search, linear, and differential cryptanalysisallow recovery of aDES
key and, therefore, the entire plaintext, the attacks of Note 7.8, which becomefeasible once
about 232 ciphertexts are available, may be more efficient if the goal isto recover only part
of the text.

7.5 FEAL

The Fast Data Encipherment Algorithm (FEAL) isafamily of algorithmswhich has played
acritical role in the development and refinement of various advanced cryptanalytic tech-
niques, including linear and differential cryptanalysis. FEAL-N maps 64-bit plaintext to
64-bit ciphertext blocks under a 64-bit secret key. Itisan N-round Feistel cipher similar to
DES(cf. Equations(7.4), (7.5)), but with afar simpler f-function, and augmented by initial
and final stages which XOR the two data halves as well as X OR subkeys directly onto the
data halves.

FEAL was designed for speed and simplicity, especially for software on 8-bit micro-
processors (e.g., chipcards). It uses byte-oriented operations (8-bit addition mod 256, 2-bit
left rotation, and X OR), avoids bit-permutations and table look-ups, and offers small code
size. Theinitial commercially proposed version with 4 rounds (FEAL-4), positioned as a
fast alternative to DES, was found to be considerably less secure than expected (see Ta-
ble 7.10). FEAL-8 was similarly found to offer less security than planned. FEAL-16 or
FEAL-32 may yet offer security comparableto DES, but throughput decreases as the num-
ber of roundsrises. Moreover, whereasthe speed of DES implementationscan beimproved
through very large lookup tables, this appears more difficult for FEAL.

Algorithm 7.94 specifiesFEAL-8. The f-function f(A,Y") mapsaninput pair of 32 x
16 bits to a 32-bit output. Within the f function, two byte-oriented data substitutions (S-
boxes) Sy and S; are each used twice; each maps a pair of 8-bit inputs to an 8-bit output
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